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(57) The disclosure relates to a method of monitor- 
ing a communications network comprising a plurality of 
node equipment, eg switches, and link equipment, eg 
fibre optic links, in which performance parameters of in- 
dividual components of the node equipment are used to 
determine an overall performance parameter for the 
node equipment. By comparing like performance pa- 
rameters for individual network elements, the perform- 
ance of different types of network element can be com- 
pared with each other. Parameters which can be moni- 
tored include quality of service, cell discard cell loss and 
other measures of network performance. Connection 
tracing through the plurality of node equipment and link 
equipment is also achieved by identifying the communi- 
cations connection across a plurality of network ele- 
ments (221), collecting data signals containing data of 
an operational parameter (223, 225) processing the col- 
lected signals (224, 226) and displaying the processed 
data relating to the identified network elements (227). 



SPECIFY SERVICE PARAMETER TO BE 
MONITORED 



3^. 



IDENTIFY CONNECTION ACROSS NETWORK 
BY READING CONNECTION OATA FROM 
MANAGEMENT SYSTEM 



\ 



SELECT A NETWORK 
ELEMENT 



7^ 



COLLECT COMPONENT 
SIGNALS FROM *1 
NETWORK ELEMENT 



COLLECT ELEMENT 

SIGNALS FROM 
NETWORK ELEMENT 



DETERMINE ELEMENT 
SIGNALS FROM ' 
COMPONENT SIGNALS 



DETERMINE GENERIC 
MEASURE OF 
PARAMETER FOR 
ELEMENT v 



DISPLAY DATA 
RELATING TO 
OPERATION OF 
NETWORK ELEMENT, 



FIG 22 



Printed by Jouve. 75001 PARIS (FR) 



1 



EP0 849 910 A2 



2 



Descripti n 

Field of the Invention 

The present invention relates to the field of commu- 
nications networks comprising a plurality of node ele- 
ments connected by a plurality of link elements, and par- 
ticularly although not exclusively, to a network monitor- 
ing method and monitoring apparatus for implementing 
the same. 

Background to the Invention 

A conventional multi service communications net- 
work, for example a telephony network, a mobile phone 
network, or a computer network, such as a local area 
network (LAN) or wide area network (WAN), comprises 
a plurality of nodes, at which are provided node equip- 
ment, the nodes connected by a plurality of communi- 
cations links, the links comprising link equipment. The 
node equipment may comprise, for example a personal 
computer or a telecommunications switch apparatus, 
and the links may comprise, for example a coaxial cable 
linking computers, or a terrestrial or atmospheric tele- 
communications link, such as an optical fibre link, mi- 
crowave link or the like- 
Typically, a communications network will comprise 
several different types of node equipment and several 
different types of link equipment. Due to technological 
upgrades of customer equipment served by the node 
equipment, and due to new communications services 
becoming available, there are increasing band width de- 
mands and increased connectivity requirements from 
network users. Individual node equipment may become 
overloaded, and individual link equipment may become 
saturated leading to congestion on the network. 

To maintain usability of the network, it is important 
to identify node or link equipment which is working at or 
near its full capacity, and to identify equipment which is 
not performing efficiently or is performing below its full 
specification capability. Additionally, when service prob- 
lems are encountered on the network, there is a need 
to respond to enquiries from network user customers to 
identify quickly the technical cause of any problems 
which the network customer is experiencing. 

Summary of the invention 

In one aspect of the present invention, there is pro- 
vided a method of monitoring a communications net- 
work comprising a plurality of network elements, said 
method comprising the steps of; 

identifying a communications connection across a 
plurality of said network elements; 
for a network element supporting said communica- 
tions connection, collecting data signals containing 
data of an operational parameter of said network 



element; and 

displaying said data relating to said operational pa- 
rameter of said network element. 

5 Preferably, said step of identifying a communica- 
tions connection comprises reading a stored set of sig- 
nals representing a list of node elements and link ele- 
ments. 

Said step of collecting data signals containing data 
10 of an operational parameter may comprise collecting a 
plurality of component data signals each containing 
component data of a corresponding respective said 
component of said network element. 

Preferably the method comprises the step of deter- 
*5 mining a generic measure of said operational parameter 
from said plurality of data signals. 

Preferably said method comprises the step of dis- 
playing element data relating to operation of a said net- 
work element in relation to said operational parameter. 

According to a second aspect of the present inven- 
tion, there is provided a method of monitoring a commu- 
nications network comprising a plurality of network ele- 
ments, each said network element comprising a plurality 
of components, said method comprising the steps of; 

identifying a communications connection across a 
said network elements; 

for said network element supporting said communi- 
cations connection, collecting component data sig- 
nals containing data describing an operational pa- 
rameter of at least one component supporting said 
connection; and 

displaying said component data relating to said op- 
erational parameter of said at least one 
component . 

According to a third aspect of the present invention, 
there is provided an apparatus for monitoring a commu- 
nications network comprising a plurality of network ele- 
ments, each said network element comprising a plurality 
of components, said apparatus comprising: 

means for identifying a communications connection 
across a plurality of said network elements; 
means for collecting a plurality of data signals de- 
scribing operation of said identified network ele- 
ments; 

means for displaying data contained in said collect- 
ed data signals. 

In a preferred embodiment said means for identify- 
ing a connection through a plurality of said network el- 
ements comprises a network manager. 

Brief Description of the Drawings 

For a better understanding of the invention, and to 
show how the same may be carried into effect, reference 
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will now be made to the accompanying diagrammatic 
drawings which illustrate by way of example only, pre- 
ferred embodiments and processes according to the in- 
vention, and in which: 

FIG. 1 illustrates an overview of a network monitor- 
ing apparatus according to a first specific embodi- 
ment of the present invention; 

FIGS. 2 and 3 illustrate a functional hardware archi- 
tecture of the apparatus of Fig. 1 ; 

FIG. 4 illustrates schematically a hierarchical con- 
trol and data processing structure of the network 
monitoring apparatus in relation to a communica- 
tions network; 

FIG. 5 illustrates a first example of a node equip- 
ment comprising the communications network; 

FIG. 6 illustrates schematically an overview of a 
hardware and software architecture of a server 
processing station of the network monitoring appa- 
ratus; 

FIG. 7 illustrates schematically an overview of a 
hardware and software architecture of a client 
processing station of the network monitoring appa- 
ratus; 

FIG. 8 illustrates schematically an internal control 
and data processing architecture of the network 
monitoring apparatus; 

FIG. 9 illustrates a control signal and data signal hi- 
erarchy implemented by the network monitoring ap- 
paratus; 

FIG. 10 illustrates an overview of a software archi- 
tecture used to arrange control signals and data sig- 
nals internally in the monitoring apparatus and to 
interrogate node elements of the network and to 
carry out specific processes according to the inven- 
tion; 

FIG. 11 illustrates a session manager display on a 
display device of the monitoring apparatus; 

FIG. 1 2 illustrates a template manager display on a 
display device of the monitoring apparatus; 

FIG. 1 3 illustrates a process for generating a signal 
describing an overall ceil discard operation of a net- 
work element from a plurality of signals describing 
cell discard operations of individual components of 
the network element; 

FIG. 14 illustrates a layout of part of an operating 



layer of the monitoring apparatus for collecting data 
signals from a plurality of network elements; 

FIG. 15 illustrates an operation of an element server 
5 for interrogating an individual network element 
equipment, and for receiving data signals from the 
network element equipment; 

FIG. 16 illustrates a process for implementing col- 
10 lection of a plurality of data signals from a plurality 
of element servers; 

FIG. 17 illustrates an example of a network level 
monitoring process for determining a cell discard of 
15 a network element; 

FIG. 1 8 illustrates a display in 3- dimensional graph- 
ical format of a set of operation parameters of a set 
of network elements; 

20 

FIG. 1 9 illustrates a 2- dimensional display of a set 
of operation parameters of a set of network ele- 
ments; 

25 FIG. 20 illustrates a 3- dimensional surface display 
of a set of operational parameters of a plurality of 
network elements; 

FIG. 21 illustrates an example of a service level 
30 monitoring of a network element in accordance with 
a specific process of the present invention; 

FIG. 22 illustrates a process for monitoring network 
parameters at a service level; and 

35 

FIG. 23 illustrates a process for monitoring network 
parameters at an associated service level; 

Detailed Description of the Best Mode for Carrying 
40 Out the Invention 

Preferred embodiments and processes of the in- 
vention will now be described by way of example only 
with reference to the accompanying drawings identified 
45 above. 

General Overview of Monitoring Apparatus 

Referring to FIG. 1 herein a communications net- 
50 work 1 comprises a plurality of node elements 2 each 
comprising an item of node equipment eg a switch, and 
a plurality of link elements 3, connecting the node ele- 
ments, each link element 3 comprising an item of link 
equipment. Message signals are transmitted along the 
55 link equipment and through the node equipment. Each 
item of node equipment comprises a plurality of individ- 
ual physical components. Each item of link equipment 
may comprise one or a plurality of physical components. 
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Each link equipment may support a plurality of commu- 
nication channels. 

The communications network 1 may comprise a 
computer network, for example a plurality of personal 
computers, workstations or the like as node elements 2 
connected by a local area network, as the link elements 
3, or may comprise a wide area network, ethernet or the 
like, or a telecommunications network comprising a plu- 
rality of switch apparatus as the node equipment 2, and 
a plurality of terrestrial, atmospheric, or satellite com- 
munications links comprising the link elements 3 linking 
the node elements. The communications network may 
include mobile phone communications apparatus, resi- 
dent at one or more nodes of the network and a node 
element may comprise a gateway to another network, 
eg a world-wide-web gateway. In general, the commu- 
nications network will comprise a variety of different 
types of node equipment, and a variety of different types 
of link equipment, made by different manufacturers, and 
having differing performance specifications. 

In communication with the network elements is a 
network monitoring apparatus 4 according to a first spe- 
cific embodiment of the present invention. The network 
monitoring apparatus communicates with each individ- 
ual node element of the network, via a communications 
link 5. The monitoring apparatus 4 may be located at a 
site adjacent to a node element, or at a site remote from 
a node element. The communications link 5 between the 
monitoring apparatus and the node elements may be 
effected through a single entry point to the network, for 
example via a single node element. Communication 
with other node elements of the network at geographi- 
cally separated locations may be made through the link 
elements and node elements of the communications 
network itself. The monitoring apparatus communicates 
with each individual node element of the network and is 
capable of monitoring the network as a whole by moni- 
toring each individual node element of the network. In a 
preferred embodiment the network monitoring appara- 
tus comprises a Hewlett Packard workstation 6 having 
a server station and one or more client stations 7, 8, 
each comprising a user interface 9 consisting of a dis- 
play monitor 10, a keyboard 11 and pointing device 12, 
and including a printer 13. 

Hereinafter, the first specific embodiment monitor- 
ing apparatus will be described in the context of moni- 
toring a telecommunications network capable of sup- 
porting multi-services such as voice, data, and image 
signals, although it will be understood that the embodi- 
ment and methods described herein encompass the 
monitoring of communications networks in general, of 
the type comprising nodes and links. 

Referring to FIGS, 2 and 3 herein, the monitoring ap- 
paratus 4 comprises a server processor station 20 and 
one or more client processor stations 30 for collecting 
signals concerning operating of the network, and for 
processing data describing the network. Elements of the 
server station as they apply to the data monitoring ap- 



paratus 4 comprise database 22, a management infor- 
mation base 21; a processor 23; a user interface 24 in- 
cluding a monitor, keyboard, pointing device for exam- 
ple a mouse; a communications input output port 25 for 

s communicating with the client station 30; a communica- 
tions port 26 for communicating with the network ele- 
ments; a memory 27 for storing control signals in the 
form of a program for operating the data monitoring ap- 
paratus and also for storing data signals in the form of 

io data files created by the data monitoring control pro- 
gram; and a data bus 28 for communicating between 
the management information base 21, database 22, 
processor 23, user interface 24, communications ports 
25, 26 and the memory 27. 

'5 The network monitoring apparatus interfaces with a 
conventional telecommunications network manage- 
ment system. In the preferred embodiment the network 
management system resides on the server station 20 
and shares the server station with the network monitor- 

20 jng apparatus. Elements of the network management 
system which share the server with the monitoring ap- 
paratus comprise the database 22 and the management 
information base 21 . The network management system 
obtains data describing the performance of individual 

25 node elements 2 of the network. 

The individual nodes 2 of the network may comprise 
different types of switch equipment, made by different 
manufacturers. In some older types of switch, the switch 
stores information concerning the connections of the 

30 switch to other switches in the network. This information 
is obtainable by the network system manager by ad- 
dressing the switch and reading the connections be- 
tween the switch and other switches on the network. Da- 
ta concerning individual operations of the switch, and of 

35 individual components of the switch is available to the 
network manager system by addressing the switch eve- 
ry time such data is required. The data is dynamically 
supplied to the network management system by the 
switch, upon receipt of a request signal from the network 

40 management system. 

In more sophisticated conventional switches, a map 
of the network and connections between switches is 
stored in a management information base 21. For ex- 
ample in the Concorde System Manager for use with the 

45 Concorde® asynchronous transfer mode (ATM) multi- 
media switch produced by Northern Telecom Limited, a 
management information base (MIB) comprises a soft- 
ware representation of all components of the nodes and 
links and individual connections between the compo- 
se nents in a telecommunications network. The network 
management system of the Concorde switch, ie the 
Concorde System Manager (CSM) retrieves data from 
individual components of all switches in the network and 
stores these in an database 22. Individual performance 

55 data describing operation of individual components is 
automatically polled in the switch every fifteen or thirty 
minutes, and stored in the database 22. The data base 
22 physically comprises a large capacity disk drive ca- 
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pable of storing gigabytes of data. The historical data 
base stores a number of hours worth of data concerning 
the operation of the Concorde switch, for example two 
day's worth of data. The oldest data within the data base 
is over written by the most recent data obtained from the 
switch. Certain types of data may be prioritised for stor- 
age. For example billing data may be retained within the 
data base, in preference to other types of data. 

Referring to FIG. 3 herein, the client station 30 com- 
prises an input/output communications port 31 for con- 
necting to the communications input/output port 25 of 
the server station, enabling the client and server to com- 
municate with each other; a processor 32; the user in- 
terface 9, comprising a monitor, a keyboard, and a point- 
ing device eg a mouse, and a further display device eg 
a printer; and a memory 33 for storing control signals in 
the form of a control program, for controlling the data 
processor 32 to perform data processing operations, 
and for storing data files in the form of data signals in 
response to operation of the control program. The com- 
munications ports 25, 31 communicate with each other 
using the known CORBA protocol (Common Object Re- 
quest Broker Architecture). 

Operational Overview 

Referring to FIGS.1 to 4, users of the client stations 
7, 8 are each able to investigate operation of individual 
aspects of the network from the client stations by per- 
forming a data collection session. Using the user inter- 
face 9, the user of the monitoring apparatus may identify 
individual network elements by creating a visual display 
on the visual display unit 10. The user inputs keypad 
command signals on the keyboard, or inputs signals us- 
ing the pointing device 1 2 to draw an electronically gen- 
erated curser across a display screen which displays an 
electronically generated menu image in order to select 
and identify individual node or link elements to be mon- 
itored. The electronically generated menu presents a 
set of available operational parameters for which an in- 
terrogable response is supported on one or more of the 
network elements. 

Operational parameters can be categorised as: 

performance parameters describing the perform- 
ance of a network element, or an individual compo- 
nent of the network element 

a service parameter, describing a service supported 
by one or a plurality of network elements 

Examples of performance parameters may com- 
prise: 

a switching capacity of an individual node element; 
a bandwidth of an individual link element; 



a cell discard rate of an individual node element or 
an individual component of a node element; 

a time when an individual channel through a node 
5 element is unavailable (line unavailable); 

a proportion of time when errors occur on a partic- 
ular channel on a node element, or for all the chan- 
nels on an element as a whole; 

w 

a proportion of time when severe errors occur on a 
line channel through a node element; 

a number of line code violations; 

a number of line protection switches. 

The network monitoring apparatus interrogates 
each item of node equipment by either sending out in- 
terrogation signals to the node equipment to initiate a 
data signal response from the node equipment, or by 
reading data signals already generated by the node 
equipment. Each item of node equipment supplies a plu- 
rality of component data signals (hereafter referred to 
as component signals) relating to operations of its com- 
ponents, such as the performance or status of a com- 
ponent or a service supported by individual components 
of the node equipment, or by supplying element data 
signals (hereafter referred to as element signals) relat- 
ing to the operation of the node equipment as a whole. 
Operation of the link elements, which may be of a pas- 
sive nature not capable of generating component or el- 
ement signals, may be determined from the component 
signals and/or element signals obtained from the node 
equipment. 

In general, the user of the monitoring apparatus 
may monitor the performance and service parameters 
of the node and link elements by displaying operation 
data at three levels, determined for each element by the 
availability of information contained in the component or 
element signals obtained. 

Firstly, at a component level the user of the appa- 
ratus may monitor individual components of a particular 
node equipment. At the component level, the user may 
inspect for example, the performance of individual line 
cards in a telecommunications switch. 

Secondly, at a network level, the user may monitor 
the performance of individual node elements and link 
elements of the communications network by inspection 
of the element signals of selected elements in order to 
gain an appreciation of the performance of the network 
as a whole, or of specific node or link elements of the 
network. By monitoring the element signals of each net- 
work element of interest in relation to a selected per- 
formance or service parameter, selected at the user in- 
terface 24, the user may identify problems or inefficien- 
cies in the communications network. For example a user 
may identify a particular node element at which there is 
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a high cell discard, or a particular link where the volume 
of traffic presented to the link exceeds the bandwidth of 
the link, leading to loss of communications signals over 
the network and poor quality of communications service 
(QoS) between users of the network. 

Thirdly, at a service level and at an associated serv- 
ice level which is a sublevel of the service level, the user 
may monitor a service on the network, for example a 
connection, by specifying a service parameter using the 
user interface 9. The service level enables channel trac- 
ing of a service through individual components of node 
equipment. For example at the service level, a user may 
trace an individual communications connection through 
the network in order to collect data from the components 
within the switch which are supporting the connection. 
The monitoring apparatus identifies which particular line 
cards in a telecommunications switch a call is being 
routed through, and which input and output port compo- 
nents of the switch the call uses and which particular 
link equipment the connection is routed over, and pro- 
vides selected data concerning the performance and 
status of only those components which are supporting 
the connection. 

Monitoring of a communications network at the net- 
work or service levels may be particularly useful as a 
diagnostic tool for improving the speed at which a com- 
plaint or query received from a customer of a communi- 
cations network service may be investigated, and to 
identify particular elements of the network which are 
problematic to one or more customers of the network. 
Additionally, monitoring of operational parameters at the 
network or service levels may enable non-technical 
business manager users to identify patterns of customer 
usage of a network, with a view to developing new cus- 
tomer service packages to be supported on the network. 

Element and component signals representing serv- 
ice or performance parameters of individual network el- 
ements may be converted to display signals for display 
at the user interface 9, and may be presented in the form 
of charts and graphs, which may be displayed on the 
visual display unit of the user interface 9 or printed out 
on the printer device 1 3. 

Referring to FIG. 4 herein there is shown schemat- 
ically a layout of hardware comprising the network mon- 
itoring apparatus and a communications network, to- 
gether with a hierarchy of control instructions 43, 44, 45 
for operating the monitoring apparatus. Component sig- 
nals are transmitted from the individual node elements 
to the communications input\output port 26 of the mon- 
itoring apparatus 4 over the communications link 5. For 
ease of description in FIG.4, the communications link 5 
has been shown schematically as a separate cable con- 
nected to each node element 2, however in practice in 
a geographically extended network, component signals 
may be multiplexed and transmitted over the network 
itself to a central entry point at one or more individual 
node locations. The communications network compris- 
es a selection of different types of individual node equip- 



ment comprising the node elements 2. 

For example, a first node element 40 comprises a 
Concorde type switch operating in the asynchronous 
transfer mode (ATM) communications protocol as illus- 
s trated in greater . detail in FIG.5 herein. The switch con- 
nects a plurality of communications channels of the links 
3 through input\output ports 50. The links may comprise 
co-axial cables, optical fibre cables, or the like. Inside 
the switch is provided a switch fabric card 51 comprising 

*o an array of electronic switches for connecting and dis- 
connecting input\output ports with each other for routing 
of communications calls through the switch. All commu- 
nications signals handled by the switch pass through the 
switch fabric card 51. Multi-service data for example 

is voice data, fax data, or modem processed data arrives 
at the input ports in the form of cell signals, and passes 
through the switch fabric card 51 which routes the cell 
signals, to exit through an appropriate output port, de- 
pending upon the destination of the data. Cell signals 

20 are stored in buffers and queues provided on Ax cards 
represented 52 in Fig.5, prior to entering the switch fab- 
ric. In Fig.5 one signal path 54 is shown schematically 
as an example. The volume of data traffic through the 
switch typically is large. Gigabits of data per second may 

25 arrive at the input ports, to be routed by the switch fabric 
51 to the appropriate output ports and transmitted out 
of the switch. Demands on the performance of the 
switch fabric card are high. Where the volume of cell 
signals is high, due to high volume of data traffic, the 

30 buffers and queues 52 may overflow, and cell signals 
stored in the buffers may be overwritten by new cell sig- 
nals joining the queue for the switch fabric, leading to 
loss of cell signals. This is known as cell discard. For 
each Ax card the rate of cell discard is a performance 

35 parameter of the particular Ax card component 52 com- 
prising the switch 40. The cell discard is logged by an 
automatically generated component signal which con- 
tains the data of the cell discard rate for the Ax card com- 
■ ponent. In the Concorde Switch, the cell discard com- 

40 ponent signal is periodically generated for each Ax card. 
In a modern switch, there may be provided a selec- 
tion of component signals, each component signal com- 
prising data concerning performance of an individual 
component with respect to a specified performance pa- 

45 rameter or a status of the component, eg on or off. Com- 
ponent signals available from the Concorde Switch in- 
clude, for example, cell discard, rate of incoming cells; 
rate of outgoing ceils; queue fill of delay queues. In the 
Concorde switch, the component signals are generated 

50 by the switch are selected to be read at intervals of every 
fifteen minutes and are stored in data dump 53 of the 
switch. The component signal stored at fifteen minute 
intervals represent operations of individual components 
of the switch at that particular time. The component sig- 

55 nals stored in the data file are transferred to the data- 
base 22 of the network manager, which stores the sets 
of component signals produced every fifteen minutes by 
the switch. The database 22 comprises a hard drive to 
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the server. Transfer of data from the data dump 53 of 
the switch to the historical data base of the network man- 
ager is effected by the network manager, which logs on 
to the switch and requests transfer of the data from the 
data dump 53 using a conventional file transfer protocol. 
Data is transferred from the data dump 53 through a port 
50, and over the communication link 3, one channel of 
which may comprise the communications link 5, out of 
the switch to the network manager Sets of component 
signals representing operations of the individual com- 
ponents at fifteen minute intervals are stored as data 
signals in the database 22, until the data base is full, at 
which point the oldest data is overwritten by more recent 
data. Typically, the database 22 of the network manager 
stores 32 sets of scheduled component signal outputs 
of the switch, corresponding to poled data over an eight 
hour period. Since the construction and performance of 
the switch apparatus 40 is highly complex, the amount 
of component signals generated is large, and storage of 
component signals requires a large amount of memory. 

In the known Concorde switch, typically there are 
an order of magnitude of hundreds of buffer locations 
where cells can be stored during their migration from an 
input port to an output port. These buffer locations are 
found on line cards, Ax cards and on the switch fabric 
cards. The number of buffers on each switch depends 
on the number of line cards, switch fabric cards and Ax 
cards in the switch, and can vary from switch to switch. 
Each buffer has typically three or four parameters de- 
scribing performance, such as the occupancy of the 
buffer, the rate at which cells are passing through the 
buffer, and the type of cells in the buffer. In one example 
of a Concorde switch, there are sixteen line cards. 

In addition to providing the scheduled fifteen minute 
data dump of historical performance data, the Concorde 
switch can be interrogated in real time to produce cur- 
rent component signals corresponding to the real time 
operation of the switch, in response to the interrogation 
signals. For a user wishing to obtain real time data con- 
cerning operations of the switch, the monitoring appa- 
ratus converts a user's query entered via the user inter- 
face in to a set of appropriate interrogation signals gen- 
erated by the monitoring apparatus to interrogate the 
switch with respect to the user's selected performance 
parameters or service level query. Interrogation signals 
are received via the communications ports 50, and com- 
ponent signals are provided in response, directly over 
the link 5. 

The storage of component and element signals in 
the historical database 22 is performed to give specified 
component or element signals relating to specified pa- 
rameters such as cost of billing, to have higher priority 
for storage than other component or element signals re- 
lating to other parameters, for example cell discard. By 
giving certain sets of data signals priority over others, 
the information contained in the signals can be priori- 
tised in terms of allocation of storage space in the data- 
base 22 to reduce the risk of loss or overwriting of the 



component or element signals relating to the more im- 
portant operational parameters. The importance hierar- 
chy of the operational parameters may be predeter- 
mined by setting a set of control signals controlling the 
s priority of component and element signals. 

Other switches 41, 42 of the communications net- 
work may be less sophisticated than the switch 40 de- 
scribed with reference to Fig.5 herein. Other telephone 
switch types may provide component signals from which 

10 a lesser range of parameters can be determined. Com- 
ponent signals may be unavailable for certain types of 
performance parameters. Further, for some Switch 
types rather than the switch automatically generating 
component signals at regular intervals, and the network 

J 5 manager storing these in a database, the component 
signals at regular intervals may need to be obtained by 
interrogating the individual components of the switch dy- 
namically in real time by a respective interrogation sig- 
nal for each component, the interrogation signals being 

20 supplied by the monitoring apparatus. 

For example, in the Vector® type switch 41 , availa- 
ble from Northern Telecom Ltd, performance data is not 
periodically dumped by this type of switch, and so the 
monitoring apparatus accesses the performance data 

25 dynamically in real time using a conventional protocol, 
for example the Hewlett Packard SNMP (Simple Net- 
work Management Protocol). 

In a network comprising a plurality of Concorde 
switches managed by a Concorde System Manager (the 

30 network manager) and one or more Vector switches, the 
management information base of the network manager 
does not contain a map of the individual components of 
the Vector switch. The Vector switch has its own local 
management information base, and the present moni- 

3S toring systems addresses requests for performance da- 
ta concerning the Vector switch through the local man- 
agement information base of that switch. Interrogation 
signals sent to the Vector switch in real time result in 
real time component signals being obtained from the 

40 Vector switch. 

Since the network as a whole comprises different 
node equipment types, each capable of generating dif- 
ferent sets of component signals relating to different 
sets of performance parameters or service parameters, 

45 individual node or link equipment may not be directly 
comparable with each other by comparing the compo- 
nent signals in a form as output from the node equip- 
ment. As well as describing different types of parame- 
ters from switch to switch, the component signals ob- 

50 tained from different types of switches may be generat- 
ed in different signal formats eg analog or digital, or in 
different protocols. The sets of component signals ob- 
tained from the node elements are equipment specific. 
The monitoring apparatus is capable of inspecting 

55 the historical data comprising the component signals 
downloaded every fifteen minutes from the switch, in 
their stored location in the data base 22 of the network 
manager. The monitoring apparatus is also capable of 
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dynamically interrogating each switch in real time to ob- 
tain real time component signals from the switches. 

A plurality of component signals for each selected 
node element are collected under control of the proces- 
sors 23, 32 in accordance with instructions stored in the 
memory 27. The instructions stored in the memory 27 
for collection of the component and\or element signals 
are described in FIGS. 4 and 6 in a hierarchical form. 

Control and Data Processing Overview 

Referring to FIGS. 4, 6 and 7 herein a hierarchical 
relationship between the hardware elements of the com- 
munications network, data monitoring apparatus, and 
the control and data processing mechanism for the data 
monitoring apparatus are shown. The control mecha- 
nism comprises a set of instructions for the processors, 
stored as electronic signals in the memory 27. The con- 
trol signals control the processors 23, 32 to operate the 
user interface 9 for receiving user instructions concern- 
ing network elements to be monitored, and for producing 
graphical displays of service and performance parame- 
ters derived from component signals received through 
the communications port 26 from the network elements; 
to control the communications input\output ports 26 for 
sending and receiving interrogation signals for interro- 
gating network elements and components of network el- 
ements and for collecting component signals received 
from the individual components; and for determining 
from the component signals, element signals describing 
operation of network elements of the communications 
network. The communications ports are each config- 
ured to interface with a particular type of switch, eg the 
Concorde switch, the Vector switch or the Passport® 
type switch of Northern Telecom Ltd. 

The control signals are arranged into three separate 
groups 43 - 45, according to their main functions in con- 
trolling the processors. A first layer of control signals is 
denoted a signal access layer 43, a second layer of con- 
trol signals is denoted a signal management layer 44, 
and a third layer of control signals is denoted a signal 
presentation layer 45. The signal access layer 43, along 
with a basic operating system for controlling the proc- 
essors, for example a UNIX operating system 60, com- 
prises a basic operating layer of the apparatus. Also 
shown are the management information base 21 and 
database 22 of the network manager system, which 
shares the server with the data monitoring system. In 
the preferred embodiment the network manager system 
comprises a Concorde System Manager (CSM) of 
Northern Telecom Limited. 

Referring to FIG.7 of the accompanying drawings, 
there is shown a hierarchical relationship between hard- 
ware elements of the client station and the control and 
data processing mechanism of the client station and 
server. Elements of the signal management layer 44 and 
the signal presentation layer 45, comprise a generic lay- 
er of the control and data processing mechanism of the 



data monitoring apparatus. A basic operating layer of 
the client station comprises Unix operating system 60. 

Referring to FIG.8 herein there is shown an over- 
view of the layout of each of the groups 43 - 45. The 
5 groups comprise control signals arranged in the mem- 
ory 27, in the form of application programs in an object 
oriented programming language eg SmallTalk, C++ or 
the like, arranged to control the processors 23, 32 to 
perform processing operations on the data signals and 
to generate the interrogation signals and request sig- 
nals. 

The signal presentation layer 45 and the signal 
management layer 44 comprise a set of generic appli- 
cation programs resident in the memory 27, either on 
*5 the server or on a client station. In the preferred embod- 
iment, the signal presentation layer comprises: a control 
user interface application 801 ; a graphics display user 
interface application 802; a template management ap- 
plication 803; and a graphics server 804. The template 
management application 803 is resident on the server, 
and the control user interface, graphics display user in- 
terface and graphics server applications may be resi- 
dent on both the client and the server stations. 

The signal management layer 44 comprises a per- 
formance data management application 805; one or a 
plurality of performance data session servers 806; and 
a file server 807. The performance data management 
application and performance data session servers are 
resident on the server and the file server is resident on 
the server and the client station. 

The signal access layer 43 comprises a set of man- 
agement applications for interrogating the network man- 
agement system to selectively read data signals from 
the management information base. Additionally, the 
management applications drive the network manage- 
ment system to dynamically obtain in real time compo- 
nent signals from the node elements themselves in re- 
sponse to interrogation signals generated by the man- 
agement applications. The network management sys- 
tem obtains dynamically in real time selected compo- 
nent signals form the components of the switches and 
delivers these back to the management applications. 
The management applications are each specific to a 
particular type of node equipment, and are split into 
management applications for obtaining current data 
through current component signals, describing real-time 
parameters of the node equipment components, and 
applications for obtaining historical data from the histor- 
ical data base of the network manager. For example, for 
a Concorde switch, there is provided a Concorde current 
data management application 808 and a Concorde his- 
torical data management application 809. For a Vector- 
type switch there is provided a Vector current data man- 
agement application 810 and a Vector historical data 
management application 811. 

Referring to FIG. 9 herein, there is shown schemat- 
ically a transfer of data signals ie component signals and 
element signals, conveying data describing the compo- 
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nents and elements, between the signal access layer 
43, the signal management layer 44 and the signal pres- 
entation layer 45. There is also shown the operation of 
control signals between the control layers and the net- 
work elements. The control signals include interrogation 
signals sent to the network elements from the signal ac- 
cess layer 43, for reading component signals, requests 
for component or element signals sent from the signal 
management layer to the signal access layer 32, re- 
quest signals for component signals and element sig- 
nals, the request signals sent from the signal presenta- 
tion layer 45 to the signal management layer 44, and 
request signals for component signals and element sig- 
nals, the request signals sent from the user interface 9 
to the signal management layer 44. Data signals are 
passed between the signal presentation, signal man- 
agement and signal access layers, and are processed 
within those layers. 

Data signals and control signals are passed be- 
tween the signal presentation layer, the signal manage- 
ment layer and the signal access layer by encapsulating 
the data signals and control signals as objects in an ob- 
ject oriented language. An object may comprise both a 
control signal and a data signat. In a preferred method, 
described herein the architecture of the layers 43 - 45 
is based around a Shlaer Mellor information model 
which divides the signal presentation layer, signal man- 
agement layer and signal access layer into a number of 
sub-sections which map the objects in the model onto 
the different layers. This is one example of implementa- 
tion of the control layers 43 - 45 and is now described. 
However, the invention is not limited to implementation 
in an object orientated language. 

Control Signal Architecture Overview 

FIG. 10 herein shows an overview of the Shlaer 
Mellor information model architecture used to imple- 
ment the signal access layer, signal management layer 
and signal presentation layer. Constituent objects com- 
prising data signals and control signals of the layers are 
categorised as follows, and interact with each other as 
described below and in general with reference to Fig . 
10. The names given to the objects are arbitrary. 

(\) Multi-Layer objects 

Data Spec 

A Data Spec object comprises a control signal por- 
tion containing a set of specification objects which spec- 
ify the data that is to be collected from the network. The 
signal presentation layer creates objects of the Data 
Spec type which are passed to the signal management 
layer as a request signal for the data collection process 
to be started. 



Temporal Spec 

A Temporal Spec object comprises a control signal 
portion which holds the temporal information associated 

s with a request for the data collection process to start, as 
conveyed by a Data Spec object. The Temporal Spec 
object has a polling interval attribute, which is a periodic 
interval at which the node or link element hardware will 
be polled for data. The Temporal Spec object also de- 

10 fines an end time so that the data collection session, for 
collecting component signals, can be automatically ter- 
minated after a defined period of time has elapsed. 

Historical Temporal Spec 

is 

A Historical Temporal Spec object comprises a con- 
trol signal portion which is a sub-type of the Temporal 
Spec object, and defines a historical point in time from 
which component signals are to be collected from the 
Network Element. Use of a Temporal Spec and a His- 
torical Temporal Spec object enables both historical and 
current data to be collected within a single data collec- 
tion session. If the end time defined in the Historical 
Temporal Spec object has not already elapsed then the 
data collection session will begin to poll the node ele- 
ment hardware for real-time data signals after retrieval 
of the historical data signals from the node element 
hardware. 



A Future Temporal Spec object is a sub-type of the 
Temporal Spec object, and defines a future point in time 
when data signal collection is to begin. Collection of data 
3S signals at a predetermined future time can be instructed 
by the use of a Future Temporal Spec object. The Future 
Temporal Spec object defines a start time and an end 
time for data signal collection from the node elements. 

40 Immediate Temporal Spec 

An Immediate Temporal Spec object instructs data 
signals to be collected from the node element immedi- 
ately, and instructs termination of collection at an end 
45 time specified in the Immediate Temporal Spec object. 

Data Parameter 

A Data Parameter object contains the information 
concerning a performance parameter for which data sig- 
nals are to be collected. A Data Parameter object also 
has other attributes that can be used to specify the way 
in which the data signals relating to a performance pa- 
rameter are processed in the signal access layer. 
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(ID Signal Management Layer Objects 

Data Management Spec Element 

A set of Data Management Spec Element objects 
are created by the signal presentation layer and passed 
to the signal management layer. The Data Management 
Spec Element objects are generic, in that they specify 
node equipment or individual components of node or 
link equipment in a format which is understandable by 
all applications of the signal access layer. Individual 
node equipment cannot understand a Data Manage- 
ment Spec Element object without conversion into an 
equipment specific signal by the signal access layer. 
One of the functions of the signal management layer is 
to map the information contained in the Data Manage- 
ment Spec Element objects into lower order interroga- 
tion signals and lower order objects (Data Access Spec 
Element objects), which provide access to actual com- 
ponent signals available from the components of the 
node and link equipment. 

Service Spec Element 

A Service Spec Element object is a sub-type of a 
Data Management Spec Element. The Service Spec El- 
ement object defines a set of performance parameters 
which are to be monitored on a network service, such 
as a permanent virtual circuit (PVC) or a permanent vir- 
tual path (PVP). Since monitoring is by collection of 
component signals from individual components of node 
elements, it is not possible to directly measure data traf- 
fic in a customer service flowing along the network. Data 
concerning a service is obtained by inspecting compo- 
nent signals generated from individual components 
which support a particular service. For example, where 
a service uses three individual switches and two links, 
monitoring of the service is achieved by a collection of 
component signals from each switch. 

A Service Spec Element object maps onto a Nodal 
Network Spec Element object in the signal access layer. 

Network Spec Element 

A Network Spec Element object is a sub-type of Da- 
ta Management Spec Element object which defines a 
set of performance parameters which are to be moni- 
tored on a network element such as a switch or a link. 
A set of Network Spec Element objects may be mapped 
to a Service Spec Element object described above. 

Service Associated Network Spec Element 

A Service Associated Network Spec Element object 
defines a set of performance parameters to be moni- 
tored from individual components of network elements 
with respect to a set of services. The Service Associated 
Netv:ork Spec Element object forms the basis of the 



service level monitoring of a network. The performance 
of a network element can be measured with respect to 
a specified service which will only measure the perform- 
ance data on the individual component parts of the node 
5 element or switch, that the service connection traverses. 

(Hi) Signal Access Layer Objects 

Atomic Spec Element 

10 

An Atomic Spec Element object is used internally 
by the signal access layer to specify a single perform- 
ance parameter on a single component. A plurality of 
Atomic Spec Element objects are used to gather data 
'5 from individual components of the node elements. An 
Atomic Spec Element object is a lowest level of generic 
component signal. Individual component signals re- 
ceived from the components of a network element are 
equipment specific, and may be converted into an Atom- 
ic Spec Element object by encapsulating or translating 
the equipment specific component signal received from 
the component of the network element into an Atomic 
Spec Element object. The Atomic Spec Element object 
is so called because it is atomic in that the performance 
parameters are directly readable and do not have to be 
computed. The signal access layer gathers data by col- 
lecting Atomic Spec Element objects, relating to individ- 
ual components of node elements. 

Data Access Spec Element 

A Data Access Spec Element object comprises a 
signal to an interrogation server to interrogate a partic- 
ular component of a node equipment to transmit a com- 
ponent signal concerning the interrogated performance 
parameter The Data Access Spec Element object is the 
mechanism by which an interrogation server can estab- 
lish whether it is instructed to take any action by a signal 
from the data signal management layer. Each Data Ac- 
cess Spec Element object references a parent index ob- 
ject. 

Parent Index 

A Parent Index object is an object describing a list 
of all the components. A Parent Index object is funda- 
mental to the operation of the signal access layer. The 
signal access layer comprises several different man- 
agement applications, 808 - 811 each supporting a dif- 
ferent type of node element equipment, eg a different 
switch type. The management applications in the signal 
access layer have specific interfaces which enable them 
to interrogate individual components of a network ele- 
ment. The Data Access Spec Element object is equip- 
ment specific, since the information contained in the Da- 
ta Access Spec Element object is dependent upon the 
switch type and the performance parameters which can 
be monitored by receiving component signals from the 
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particular switch. Each management application uses 
the Parent Index object to identify performance param- 
eters that it is capable of processing. 

Abstract Nodal Network Spec Element 

An Abstract Nodal Network Spec Element object 
specifies components that have a one-to-one corre- 
spondence with an instrumentation point on an item of 
equipment, lor example a channel termination point (the 
end points of a permanent virtual circuit), a link end 
point, or an individual switching element. 

Nodal Network Spec Element 

The Nodal Network Spec Element object maps to a 
Network Spec Element object or a Service Spec Ele- 
ment object. The Nodal Network Spec Element object 
inherits the behaviour of the Abstract Nodal Network 
Spec Element object. 

Nodal Service Spec Element 

A Nodal Service Spec Element object is a sub-type 
of Abstract Nodal Network Spec Element object. The 
Nodal Service Spec Element object supports an addi- 
tional relationship to enable navigation back to the Serv- 
ice Associated Network Spec Element object, and the 
set of services that are associated with that object. The 
Nodal Service Spec element inherits the behaviour of 
the Abstract Nodal Network Spec Element. 

Data Access Expression 

A Data Access Expression object is used to repre- 
sent a tree-like mathematical expression. The mathe- 
matical expressions are built up by the signal access 
layer and subsequently evaluated or interpreted as part 
of the implementation of the nodal level computations. 
Element level computations comprise computing a plu- 
rality of component level signals converted to generic 
format into a single element level signal, in the form of 
an object in generic form describing the plurality of com- 
ponent level signals. For example, the relationship be- 
tween the component signals and element signal may 
be that the element signal is a simple summation or av- 
eraging of the component signals. In this case, the Data 
Access Expression object would represent a mathemat- 
ical expression implementing a simple summation or av- 
eraging. 

On the other hand, a relationship between a plural- 
ity of component signals and an element signal may be 
that the element signal is a probabilistic function of the 
plurality of component signals. In this case, the Data Ac- 
cess Expression object would implement a complex 
mathematical probabilistic expression for mapping the 
component signals contained as Atomic Spec Element 
objects to an element signal contained in the form of a 



Data Management Spec Element, a Service Spec Ele- 
ment or a Network Spec Element. 

The Data Access Expression object comprises an 
operand object, which can be either in the numerical 
5 constant, or in a Data Access Expression object, or an 
Atomic Spec Element object. The operand object, to- 
gether with a set of operators in the Data Access Ex- 
pression object form an evaluation tree which is efficient 
to evaluate. 

to in the preferred embodiments, the above Shlaer 
Mellor information model is implemented in the pro- 
gramming language SmallTalk, although other object 
oriented programming languages may be used. 

is Detailed Method of Operation 

Referring to FIGS. 6 to 12, the functioning of the 
control groups 43 - 45 are summarised as follows: 

Signal Presentation Layer 

The signal presentation layer 45 controls the oper- 
ation of the user interface 9 and the generation of visual 
displays on the visual display unit 10, as well as control- 
ling the conversion of user requests, entered via the key- 
board 11 and pointing device 12 in conjunction with the 
visual displays into request signal objects, requesting 
component or element signals from the signal manage- 
ment layer. The user controls a monitoring session using 
a Session Manager display in Fig. 1 1 . Using the Session 
Manager Display, individual services provided across a 
network, for example tracing the path of an individual 
call connection between first and second customer sites 
connected to first and second node elements can be 
monitored. An example of a display of the Session Man- 
ager display 1 1 0 on the display device 6 is shown in Fig. 
1 1 herein. The Session Manager display is used to in- 
struct a signal collection session for collection of com- 
ponent signals from the network elements. Using the 
Session Manager display, a user can specify a period 
over which a service is monitored. The user can specify 
one or a plurality of connections of the communications 
network and be presented with a resource display 111 
identifying the individual node elements which support 
the services between those communications network 
customers. A user may reveal a path of a service 
through individual elements, via a component display 
113. The user can also specify start and end times for a 
monitoring session, on a timing display 114. The user 
may conduct a number of monitoring sessions at once 
which may be listed on a session display 112. 

The signal presentation layer can handle displays 
for instructing signal collection sessions from a plurality 
of users at once, due to the distribution of the signal 
presentation layer between the server processor 23 and 
one or more client processors 32. Each user sets the 
operations to be monitored using a separate Session 
Manager display. 
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A user of the user interface can display, under con- 
trol of the signal presentation layer a Template Manager 
Display through which the user can select whether he 
or she wishes to monitor individual node elements or 
link elements, or monitor components within the node 
elements. Monitoring of the parameters at either the net- 
work level, service level or component level can be se- 
lected by a level selector 1 23 in the Template Manager 
Display. 

At the Component level, an individual switch can be 
selected, and the Template Manager Display displays 
all the parameters on the selected switch for which data 
is available from the historical database, or which can 
be interrogated in real time. 

With the level selector set at the Network level, a 
set of switches may be selected, and the Template Man- 
ager Display displays all the parameters for which his- 
torical or real time data can be read from the set of 
switches. 

With the level selector set at the service level a con- 
nection may be selected and the Template Manager dis- 
plays a list of all parameters which are supported by that 
connection. 

An example of a Template display 1 20 on the dis- 
play device 6 is shown in FIG. 12 herein. The user can 
select through a performance parameter select display 

1 21 of the template display a performance parameter to 
be monitored. The performance parameters for which 
component signals are supported on each node ele- 
ment are recorded in the memory 27. The Template 
Manager Display 1 20 presents the user with a selection 
of performance parameters supported by a selected 
node equipment type and enables the user to construct 
and store a template of instructions for often repeated 
monitoring operations. 

Sets of individual parameters are grouped into 
classes, and different node or link equipment types sup- 
port different classes of parameters. The class of pa- 
rameter to be monitored, with reference to the equip- 
ment type can be selected in a parameter class selector 

1 22 which is part of the Template Manager Display 1 20. 
Examples of parameter classes include sets of param- 
eters supported by an Ax card of a Concorde switch; a 
permanent virtual circuit (PVC) parameter; a permanent 
virtual path (PVP); a Sonet line TTP; and a Sonet path 
TTR Examples of performance parameters include line 
code violations, line errored seconds, line severely er- 
rored seconds, line failure counts, line protection switch 
counts, line unavailable seconds, and cell discard. The 
particular parameters to be monitored for any particular 
type of node element depend upon the component level 
signals available from the node element. 

Upon receipt of an input from the user interface 9, 
in conjunction with the Session Manager and Template 
Manager displays, the signal presentation layer 45 gen- 
erates an appropriate request signal requesting compo- 
nent and element signals from the signal management 
layer 44. The requested signals may be component sig- 



nals specifying a performance parameter of individual 
specified components, or may be element signals con- 
cerning network level parameter signals, identifying an 
overall performance of one or a plurality of network el- 
5 ements in relation to a user specified performance or 
service parameter. 

Signal Management Layer 

10 The signal management layer is distributed be- 
tween the server processor 23 and one or more client 
processors 22, as shown in FIG. 8. For each user ses- 
sion carried out to monitor the network, and collect com- 
ponent signals, there is created a separate performance 
'5 data session server application 806, 

The signal management layer 44 receives the re- 
quest signals, input by one or a plurality of users of the 
monitoring apparatus, in the form of objects from the sig- 
nal presentation layer. The signal management layer 
handles multiple sessions of signal requests from a plu- 
rality of users. For each session, a separate perform- 
ance data Session Server application 806 is created. 
The signal management layer receives the appropriate 
request signals requesting component and\or element 
signals in the form of objects and co-ordinates the col- 
lection of the requested signals from each of the node 
elements specified in the signal request. For example, 
at the service level where a user wishes to inspect first 
and second switches, and a link there between in re- 
spect of a certain performance parameter the signal 
management layer collects the appropriate network lev- 
el element signals or service level component signals 
corresponding to the appropriate network elements 
from the signal access layer, stores the network level 
signals or component level signals as appropriate for 
each specified node element and compiles the collected 
signals into a memory file, shown schematically in FIG. 
8 as a performance file 812 in the file server 807, which 
is accessible to the user. Where there are multiple users 
of the monitoring apparatus, the signal management 
layer may compile performance files 813 which are 
made available to the server processor, and thereby 
made available to individual users of the apparatus via 
their client stations, or may compile performance files 
812 available for inspection only by a specified user in 
response to a predetermined authorization code signal. 

The signal management layer additionally manages 
the breakdown of request signals from the signal pres- 
entation layer which specifies network-wide collection 
of element signals concerning a particular parameter. 
The signal management layer breaks down a network- 
wide request for data signals concerning a parameter 
into a plurality of individual request signals addressed 
to each type of element, and specifying the parameter. 
For example, a request for data is broken down into Vec- 
tor request signals, Concorde request signals and Pass- 
port request signals where there are Vector, Concorde 
and Passport type switches in the network. The signal 
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management layer handles the sending of the individual 
requests for element signals to the appropriate ele- 
ments at their respective network addresses, by send- 
ing the request signals to the signal access layer. The 
signal management layer also maps the responses from 
the request signals back to the original request of the 
user and stores the responses, comprising component 
signals and\or element signals into a user file corre- 
sponding to the original request. 

The signal management layer manages requests 
for collection of component or element signals over a 
specified time window, specified by the signal presen- 
tation layer in the form of the Temporal Spec objects, 
either historic, immediate or future, and is responsible 
for notifying the signal presentation layer of new sets of 
component or element signals which become available 
from elements, and for polling elements at predeter- 
mined time periods compatible with the node or link 
equipment comprising the element. For example, a 
switch element may respond to polling every 15 or 30 
minutes, and the signal management layer is responsi- 
ble for sending signals to the signal access layer in order 
to collect the component or element signals at these in- 
tervals. 

Additionally, the signal management layer stores 
the parent objects describing the relationship between 
node elements and link elements in the communications 
network. The signal management layer supplies signals 
to the signal presentation layer, identifying connections 
between node elements and links elements for tracing 
call connections through the communications network. 

The signal management layer is sub-divided into 
the set of application layers, comprising a performance 
data management application 805, a performance data 
session server 806, and a file server 807. The file server 
is split into a server processor based file server, and a 
client processor based file server as shown schemati- 
cally in FIG. 8 herein. 

The performance data management application 
805 is responsible for servicing request signals from the 
signal management layer concerning: 

a request for a snapshot of current performance da- 
ta. of specified elements or components; 

a request signal for a set of historical data concern- 
ing specified elements or components; 

a request for periodic polling of current performance 
data; and 

a request for a set of historical data updated with 
periodic polling of current data. 

The performance data management application 
does not directly perform the collection of the compo- 
nent signal and element signals, but delegates this task 
to the performance data session server 806. The per- 



formance data session server 806 is an application re- 
sponsible for collecting component signals and element 
signals from the data access layer. The storage of com- 
ponent signals and element signals in the performance 
5 files 812, 813 is controlled by the performance data 
management application 805, which stores current and 
extracted historical data in the performance files 812, 
813. 

The performance data management application ai- 
re so controls the visibility of data collection sessions by 
individual client station users, so that a user running a 
session on one client station does not have access to 
the data collection sessions of another user. 

A performance data session server 806 is created 
by the performance data management application each 
time a request for a new signal collection session is re- 
ceived by the performance data management applica- 
tion from the user. The performance data session server 
performs the collection of the operational information, 
20 by instructing the signal access layer to collect compo- 
nent signals and element signals. The performance data 
session server also coordinates the data collection for 
both the current data and historical data. 

The performance data session server provides: 

25 

requests for data on multiple switches at a time; 

requests for combination of current and historical 
data, including polling for current data over time; 

30 

retrieval of component signals and element signals 
for the respective switch element types from the sig- 
nal access layer; 

35 collation of responses from the signal access layer 
into a single response; and 

controlling the destination of received component 
and element signals for storage. 

40 

Both the signal presentation layer and the signal 
management layer comprise a generic layer of control 
signals. By generic, it is meant that the signal presenta- 
tion layer and signal management layer handle compo- 

45 nent and element signal objects describing operational 
parameters which are common to a number of different 
node element equipment types. Component signals and 
element signals stored and operated on by the signal 
presentation layer and signal management layer are in 

50 a common format, for example as objects in the Small- 
Talk programming language. The signal management 
layer receives objects from the signal access layer, 
which actually collects the component signals and ele- 
ment signals from the different node element equipment 

55 types using protocols and interrogation signals which 
are specific to each individual node element equipment 
type. 
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Signal Access Layer 

The signal access layer is partly a non-generic con- 
trol layer, in that the interrogation signals transmitted by 
the signal access layer to the network elements are not 5 
in a uniform common format, but are in a format specific 
to the particular node element equipment types ad- 
dressed. 

The signal access layer receives requests for ele- 
ment signals and\or component signals from the signal 
management layer 44. The signal access layer 43 pro- 
vides access to the actual component signals generated 
by the network elements in response to requests for 
component signals or element signals. For example, the 
signal access layer 43 will receive a request for compo- 
nent signals specifying for example signals concerning 
parameters of individual components of a first node el- 
ement E1. The signal access layer will convert this re- 
quest into a plurality of interrogation signals directly in- 
terrogating the appropriate plurality of components of 
the network element E1. The network element gener- 
ates component signals which are transmitted over the 
communications link 5 to the signal access layer. The 
signal access layer may then encapsulate the compo- 
nent signals as objects and relay the component signals 
to the signal management layer 44 in response to the 
request for component signals. 

The signal access layer 43 also provides element 
signals to the signal management layer in response to 
a request signal from the signal management layer 44, 
requesting one or a plurality of element signals. For ex- 
ample, the signal management layer 44 may specify a 
request, by means of an appropriate request signal sent 
to the signal access layer 43, specifying node elements 
E1, E2, E3 and E4, and the parameter of cell discard. 
The signal access layer converts the request for ele- 
ment signals at the network level concerning the param- 
eter of cell discard for elements Et - E4 into individual 
interrogation signals for collecting component signals of 
each line card and buffer component of elements El - 
E4. Each component of elements E1 - E4 generates a 
corresponding component signal which is returned over 
the communication link 5 to the signal access layer. The 
signal access layer then compiles the plurality of com- 
ponent signals received from each component of each 
addressed network element E 1 - E4 into a set of network 
level element signals representing the overall perform- 
ance of each element E1 - E4 with respect to the spec- 
ified parameter, eg the parameter of cell discard. The 
network level element signals are created in the form of 
objects, eg a Nodal Network Spec Element object. The 
signal access layer is the layer where a specific knowl- 
edge of the switch is located, and the signal access layer 
breaks down a network level request into individual re- 
quests for component signals, receives the component 
signals and compiles sets of component signals into el- 
ement signals. 

Since the number of individual components in each 



element is large, for example a Concorde switch may 
have 408 different buffer locations, to compile a network 
level element signal for one node element requires col- 
lection and processing of a large number of component 
signals. 

Conversion of Component Signals to Element 
Signals 

Referring to Fig. 13 herein, as an example, compi- 
lation of a network level element signal 110 SE (ceilDis- 
cardDueToCongestion) involves summation of compo- 
nent level signals 131, received from each buffer com- 
ponent on an Ax card of a Concorde switch for each of 
the 16 Ax cards in the Concorde switch, as well as sum- 
mation of the plurality of individual component signals 
1 32 received from each individual component of the ac- 
tive switch fabric card, for each of the two switch fabric 
cards in the Concorde switch. In the example of calcu- 
lating the cell discard for a Concorde switch, all celt 
pools of the Ax cards and switch fabric each individually 
generate component signals containing information on 
the cell discard rate of each individual pool. The individ- 
ual component level signals are compiled by a simple 
summation in order to arrive at an overall measure of 
cell discard for the switch, which is transmitted as an 
element signal to the signal management layer. The 
overall cell discard for the network element may be 
specified as a rate of cell discard per second for the 
whole switch. The element signal is a measure of the 
overall operation of a network element. At the network 
level, the performance of individual components of the 
network element are taken into account only by virtue 
of their effect on the overall performance of the element. 
For example, if a switch has a plurality of individual cell 
pools, and a small number of those cell pools are mal- 
functioning so as to produce cell discard continuously, 
if the number of malfunctioning cell pools are small com- 
pared to the overall number of cell pools, then the net- 
work level parameter signal for the parameter of cell dis- 
card may show only a small amount of cell discard for 
the switch. At the network level it would not be possible 
to determine whether the small amount of cell discard 
for the switch was due to a small amount of cell discard 
in each pool, or to no cell discard in most pools but heavy 
cell discard in a few pools. 

To took into the performance of each component of 
the network element would require inspection of each 
component signal. Inspection of the individual compo- 
nent signals would reveal, in the example above, that 
most cell pools were operating efficiently, but a few cell 
pools had heavy cell discard. 

The example shown in FIG. 1 3 illustrates one exam- 
ple of an element signal describing an overall perform- 
ance of a network element in relation to a single param- 
eter, in this case cell discard. Other element signals re- 
lating to the performance of an element as a whole in 
relation to a selected parameter may be compiled using 
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more complex mathematical functions, or probability ex- 
pressions. The expressions used to compile a plurality 
of component signals into an element signal are con- 
tained in the data access expression objects described 
herein above. s 

Operation parameters of node and link elements 
are described in generic format at the network level. Net- 
work level operational parameters represent an overall 
view of an element as a whole, and enable different 
node element equipment types to be compared with w 
each other with respect to a specified operational pa- 
rameter. For example, in the case of cell discard, the 
network level operational parameter may be given as a 
cell discard figure of cells discarded per second. This 
allows direct comparison of cell discard per second be* '5 
tween different switch types having differing architec- 
tures. 

Collection of Component Signals 

20 

Since in general the network comprises a number 
of different types of network element, each network el- 
ement may respond to a different signal protocol or sig- 
nal type in order to generate component signals. To ac- 
commodate each different type of node element, the sig- 25 
nal access layer 43 comprises a plurality of individual 
node element servers shown schematically in FIG. 14. 
Each element server may comprise a set of dedicated 
hardware elements 140, 142 for receiving component 
signals from the individual components of the network 30 
elements, and for sending interrogation signals in a form 
which are readable by the specific equipment type com- 
prising the network element addressed, and one or 
more application programs for controlling the hardware. 
For example, each individual network element server 3S 
converts component signals in the signal protocol spe- 
cific to the particular node equipment addressed, into 
component signals in a uniformly readable format, for 
example as an object in the programming languages, 
C++ or SmallTalk, in which form they may be compatible *o 
with the signal management layer, or compiled into ele- 
ment signals by the signal access layer. Each network 
element server is specifically designed to interface with 
a particular type of node equipment. For example, ele- 
ment servers 140-142 for an asynchronous transfer *s 
mode (ATM) switch such as a Concorde type or a Vec- 
tor-type switch, or a Passport -type switch manufactured 
by Northern Telecom Limited, as illustrated in FIGS.4, 6 
and 1 4. 

Referring to Figures 1 4 and 1 5, in the case of a net- so 
work element server 1 40 for interrogating the Concorde 
type ATM switch, retrieval of component signals is made 
by inspection of the historical database comprising part 
of the Concorde ATM switch. The Concorde switch con- 
tinuously generates and stores component signals de- 
scribing performance parameters of each of the compo- 
nents within the switch in the form of managed objects 
150. The component signals stored in the Concorde 



switch are accessible through a system of control sig- 
nals in the form of managed objects, which allow access 
to the component level signals through a SmallTalk lan- 
guage message (GetCurrentData). The SmallTalk man- 
aged object message 1 50 is passed to a Real Time Con- 
troller 143 through a managed object adaptor 151 over 
a known interface 152, for example a Corba IDL inter- 
face. The managed object adaptor 151 converts the 
component signal received from the Concorde switch to 
the form of a SmallTalk object 1 50, which is directly read- 
able by the signal management layer, or which can be 
compiled along with other objects relating to component 
signals of other components into a network level ele- 
ment signal by the signal access layer. 

The Concorde ATM switch is a relatively advanced 
switch type. The Vector type switch requires a network 
element server 142 configured specifically to be com- 
patible with the Vector switch. The Vector network ele- 
ment server 142 comprises a Hewlett Packard Open 
View application, which sends signals to and receives 
signals from the Vector switch using the SNMP protocol. 
Alternatively, the component signals are compiled into 
a network level element signal by the signal access layer 
43 prior to sending to the signal management layer. 

Referring to Fig. 16, there is shown an example of 
operation of a set of node element servers 167-169. 
Each node element server collects component level sig- 
nals from the corresponding node elements which it 
supports in response to a network level request signal 
160 received from the signal management layer 44 re- 
questing element or component signals from a plurality 
of elements. The request signal may comprise a plurality 
of subsidiary signal, portions 161 to 164. For example 
a request signal received by the signal access layer 43 
may comprise a signal portion 161 requesting the cell 
discard for all components having cell pools in a switch 
element E1 , a signal portion 1 62 requesting a tine failure 
count for all appropriate components in the switch ele- 
ment E1, a signal portion 163 requesting the line errored 
seconds count for all appropriate components in the 
switch E1 , and a signal portion 1 64 comprising a request 
for cell discard for all components having cell pools in a 
switch element E3. 

The respective network element servers 167, 168, 
1 69 for serving the corresponding network elements E1 , 
E2, E3, each examine each request signal, and select 
the portion of the request signal which relates to the sig- 
nal element which the signal element server supports. 
For example, in FIG. 16, element server 157 supporting 
node element switch E1 , identifies signal portion 161 re- 
questing cell discard on switch E1, signal portion 162 
requesting line failure count on switch E1, and signal 
portion 1 63 requesting line errored seconds on switch 
E1. The element server 169 supporting switch E2 ex- 
amines the request signal and finds no relevant portions 
relating to the supported switch E2. The network ele- 
ment server 1 68 supporting switch E3 examines the re- 
quest signal and finds the portion 1 64 of the request sig- 
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nat which requests cell discard on switch E3. 

Each network element server acts in accordance 
with the portion of the request signal which is appropri- 
ate to the corresponding network element which the net- 
work element server supports, and generates interroga- 
tion signals interrogating the individual components of 
the respective network elements supported. The corre- 
sponding network element returns corresponding com- 
ponent signals to the network element server. The net- 
work element servers convert the component level sig- 
nals into a uniform protocol format, for example into ob- 
jects in the language SmallTalk, or C++, which become 
available for use by the signal management layer, or for 
compilation into element signals. 

If a network element server is unable to support a 
request specified in the request signal, for example if a 
request signal requests a line failure count on a switch, 
and the switch is not capable of providing a line failure 
count component signal, the element server will supply 
a null signal to the signal management layer indicating 
that this facility is unavailable for the requested switch. 

Component signals generated by the signal access 
layer 43 are stored in the performance files 812, 813. A 
request signal may specify that component signals are 
collected in real time, in which case the component level 
signals will be stored in the performance file. Where a 
request signal specifies collection of component level 
signals over a predetermined period, predetermined by 
a user of the user interface 9, the resultant component 
level signals may be stored in the performance file. The 
performance files may be segregated into areas for stor- 
age of component signals corresponding to each sup- 
ported element equipment type. 

Collection of current data and historical data are 
managed by separate control applications within the 
network element servers. For example, collection of cur- 
rent component signals from a Concorde type switch 
may be managed by a Concorde current data manage- 
ment application 808, and collection of historical data 
may be collected by a historical data management ap- 
plication 809. 

Representing Link Elemento 

Link elements such as fibre optic cables do not au- 
tomatically generate component signals describing their 
operation. However, operational parameters of a link el- 
ement can be determined by inspection of component 
signals supplied by node elements. For example in the 
case of bandwidth of a virtual channel component in a 
fibre optic cable, at either end of the fibre optic cable is 
a physical switch, which generates component signals 
relating to the volume of traffic received over a particular 
channel in the fibre optic cable. In the case of the Con- 
corde switch, since each virtual channel component 
ends at an Ax card, by receiving component signals re- 
lating to the volume of cells transmitted and received 
through the Ax cards, there can be determined a volume 



of traffic over a particular virtual channel within the fibre 
optic cable, and hence the bandwidth supported by that 
channel. By processing component signals relating to 
each virtual channel within the fibre optic cable, a signal 
5 representing a figure for utilised bandwidth in the fibre 
optic cable can be determined at the network level. 

Network Level Functions 

to Examples of network level functions, which are ge- 
neric as between different switch types, and their origins 
in component signals on individual switch types, in this 
case Concorde and Vector switches, are as follows: 

- Monitor bandwidth utilisation per direction for a link; 

To monitor the traffic usage of a link, an aggregate 
of all the virtual circuits and virtual paths running across 
a link is taken. The aggregate is taken as the number of 
cells transmitted on the path, averaged over a time in- 
terval, from which a bandwidth utilisation of the link is 
calculated. Data concerning the number of cells per path 
is available as component signals. 

On the Concorde switch each link is composed of 
two uni-directional paths, and number of cells transmit- 
ted are measured on each other's paths to determine 
the bandwidth utilisation per direction. On the Concorde 
switch, component signals related to the number of 
transmitted cells and the total capacity are available, 
and the bandwidth utilisation is determined from these 
component signals. 

On the Vector switch, cells must be measured on 
the associated ports at the end of each link. Component 
signals are described in the number of cells transmitted 
through a port, and component signals relating to an al- 
located bandwidth for a port are available. Generic net- 
work level signals (element signals) are calculated from 
the component signals. 

This is one example of a generic network level op- 
erational parameter. Other generic parameters de- 
scribed by element signals comprise 

monitoring the VPI/VCI space utilisation for link 

monitoring the VPI/VCI percentage space utilisa- 
tion for a link 

monitoring the bandwidth utilisation per quality of 
service per direction for a link 

monitoring the percentage bandwidth utilisation for 
quality of service per direction for a link 

monitoring the cell discard due to congestion per 
quality of service 

monitoring the percentage cell discard due to con- 
gestion per quality of service 
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percentage of maximum possible performance of the 
switch or other network element in step 225. Alternative- 
ly, the performance parameter maybe described in non- 
generic form, for example listing actual performance da- 
ta such as cell discard, congestion, in absolute terms. 
In step 226, data relating to the performance of the net- 
work element is displayed. 

Associated Service Level Functions 

At an associated service level, which is a sub-set of 
the service level, the performance of individual compo- 
nents supporting a connection can be inspected. At the 
associated service level, individual connections can be 
traced through the network. A user can monitor the per- 
formance of a switch with respect to a particular con- 
nection, without having to understand the internal archi- 
tecture of the switch equipment. 

For example on a Concorde switch, a single con- 
nection will not pass through all the Ax cards physically 
stored in the switch. If a user wishes to monitor the cell 
discard of the switch with respect to an actual connec- 
tion, then it is not necessary to sum the cell discard from 
all Ax cards on the switch, only from the Ax cards which 
the connection traverses. In the associated service lev- 
el, a user can investigate a specific connection and see 
the status of particular network components supporting 
that connection. For example, a switch has a plurality of 
Ax cards, some of which may be overloaded. Using the 
tracing facility an Ax card supporting the connection may 
be found, and it may be that this particular Ax card of 
the switch is not overloaded. Thus, it can be diagnosed 
that although the switch has some overload Ax cards, 
by monitoring the connection of the associated service 
level, it is found that the Ax card of the switch supporting 
the connection is not overloaded. Only those parts of 
the switch supporting the connection of interest are in- 
vestigated in a service level monitoring operation. 

The user is presented with a single generic value 
for the operational parameter measures on the channel, 
so that the parameter on different channels, or different 
switch types can be directly compared, without the user 
needing to understand the complexities of the hardware 
supporting the channel. 

In some switch types, channel tracing through indi- 
vidual components is unavailable. Under these circum- 
stances, a switch from which the appropriate compo- 
nent signals are unavailable relating to individually 
traced channels is represented by an element signal, 
showing a performance of the switch as a whole. Thus, 
a user may be able to trace a channel though individual 
components on first and second switches, but unable to 
look at a third switch traversed by a channel at the same 
level of detail, as the other two switches. The third switch 
is treated as a discrete unit. 

Examples of operational parameters at the associ- 
ated service level comprise; 



monitor bandwidth utilisation per direction for the 
links that the connection traverses 

monitor bandwidth utilisation per direction per qual- 
5 ity of service for the links that the connection 
traverses 

monitor VCI/VPI space utilisation for the links that 
the connection traverses 

10 

monitor cell discard per quality of service due to 
congestion 

monitor queue fill per priority for each switch corn- 
's ponent that the connection traverses 

Example of Associated Service Level Monitoring 

Referring to the Session Manager display of FIG. 
11, the network portion of FIG.21, and Fig 23 an exam- 
ple of connection tracing at the service level will now be 
described. In step 230 a user wishing to trace a service 
connection between customers specifies the connec- 
tion using the Session Manager display. The session 
Manager display displays for example a first switch and 
a second switch supporting the connection on the same 
display of the Session Manager. The request is encap- 
sulated as an object, for example a Service Spec Ele- 
ment object. The monitoring apparatus identifies indi- 
vidual network elements and components in step 221. 
Individual node elements and components supporting 
the communications channel are read from the manage- 
ment information base 21 and are displayed in the com- 
ponent display 112 of the Session Manager display. In- 
dividual components or elements supporting the con- 
nection can be selected by the user in step 232. Where 
for example, the parameter cell discard is selected using 
the Template Manager display 120, monitoring of the 
network components relating to the particular commu- 
nications connection begins, under control of the signal 
management layer in steps 233 and 234. Cell discard 
for each individual component identified as supporting 
the service is monitored over a user determined period. 
For example in the switch 213, only the individual line 
cards which support the actual channels carrying the 
service are monitored. Other line cards in the switch 21 3 
carrying other services for other customers are not mon- 
itored, since the connection does not traverse those oth- 
er components. 

Component signals are collected from the individual 
selected components in step 234 and performance data 
relating to the individual component is displayed, under 
control ol the signal display layer, in step 235. 

Using this approach, a user may identify any anom- 
alous behaviour in the components supporting a serv- 
ice, without requiring a detailed hardware knowledge of 
the network equipment. 

In some instances, where a particular type of node 
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equipment, eg a switch does not support information 
concerning the parameter in relation to individual com- 
ponents, the user is provided with the best performance 
data available, for example the performance of the en- 
tire switch in relation to the specified parameter. For ex- 
ample, the user investigating a channel through the first 
to fourth switches may reveal an unusually high cell dis- 
card at a particular switch 213, leading to degradation 
of the overall channel performance. In this case, ele- 
ment signals are collected in step 236, and performance 
data relating to the entire switch is displayed in step 235. 



Claims 

1 . A method of monitoring a communications network 
comprising a plurality of network elements, said 
method characterised by comprising the steps of; 

identifying (221 ) a communications connection 
across a plurality of said network elements; 

for a network element supporting said commu- 
nications connection, collecting (223) data sig- 
nals containing data of an operational parame- 
ter of said network element; and 

displaying (227) said data relating to said oper- 
ational parameter of said network element. 

2. A method as claimed in claim 1 , wherein said step 
of identifying a communications connection com- 
prises reading a stored set of signals representing 
a list of node elements and link elements. 

3. A method as claimed in claim 1 or 2, wherein said 
step of collecting data signals containing data of an 
operational parameter comprises collecting a plu- 
rality of component data signals each containing 
component data of a corresponding respective said 
component of said network element. 

4. A method as claimed in any one of the preceding 
claims, comprising the step of determining a gener- 
ic measure of said operational parameter from said 
plurality of data signals. 

5. A method as claimed in any one of the preceding 
claims, comprising the step of displaying element 
data relating to operation of a said network element 
in relation to said operational parameter. 

6. A method of monitoring a communications network 
comprising a plurality of network elements, each 
said network element comprising a plurality of com- 
ponents, said method characterised by comprising 
the steps of; 



identifying (231 ) a communications connection 
across a said network elements; 

for said network element supporting said com- 
5 munications connection, collecting component 

data signals (234) containing data describing 
an operational parameter of at least one com- 
ponent supporting said connection; and 

10 displaying (235) said component data relating 

to said operational parameter of said at least 
one component . 

7. Apparatus for monitoring a communications net- 
's work comprising a plurality of network elements, 

each said network element comprising a plurality of 
components, said apparatus characterised by com- 
prising: 

20 means for identifying a communications con- 

nection across a plurality of said network ele- 
ments; 

means for collecting (43) a plurality of data sig- 
2S nals describing operation of said identified net- 

work elements; 

means for displaying data (45) contained in 
said collected data signals. 

30 

8. Apparatus as claimed in claim 7, wherein said 
means for identifying a connection through a plural- 
ity of said network elements comprises a network 
manager. 
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